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(C)  Scope 
 

This policy applies to all users of university computing resources, whether affiliated with 
the university or not, and to all uses of those resources, whether on campus or from 
remote locations.  Additional policies may apply to specific computers, computer systems, 
or any device operating on a university network, or networks provided or operated by 
specific units of the university.  Consult the operators or managers of the specific 
computer, computer system or network in which you are interested in for further 
information. 
 

(D) Definitions 
 

(1) Sensitive data.  Sensitive data is data with respect to which the university has an 
obligation to maintain confidentiality, integrity, or reliability. 



under any circumstances, be shared with, or used by, persons other than those to 
whom they have been assigned by the university. 

 
(3) Respect the security of sensitive data and the privacy of other users and their 

accounts, regardless of whether those accounts are reasonably protected.  Again, 
ability to access other persons’ accounts does not, by itself, imply authorization to 
do so.  Users are responsible for ascertaining what authorizations are necessary 
and for obtaining them before proceeding.   
 

(a) Refrain from storing sensitive data on to portable storage devices where 
appropriate. 
 

(b) Refrain from using elevated administrative roles to circumvent policy or 
university guidelines. 
 

(c) Refrain from using sensitive data outside the scope of job description and 
duties. 
 

(d) Refrain from accessing data inappropriately. 
 

(4) 
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